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Nancy, a security specialist, was instructed to identify issues related to unexpected shutdown and restarts on a Linux machine. To

identify the incident cause, Nancy navigated to a directory on the Linux system and accessed a log file to troubleshoot problems

related to improper shutdowns and unplanned restarts.

Identify the Linux log file accessed by Nancy in the above scenario.

*  /var/log/secure

*  /var/log/kern.log

*  /var/log/boot.log

*  /var/log/lighttpd/

QUESTION 38

Arabella, a forensic officer, documented all the evidence related to the case in a standard forensic investigation report template. She

filled different sections of the report covering all the details of the crime along with the daily progress of the investigation process.
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In which of the following sections of the forensic investigation report did Arabella record the &#8220;nature of the claim and

information provided to the officers&#8221;?

*  Investigation process

*  Investigation objectives

*  Evidence information

*  Evaluation and analysis process

QUESTION 39

Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the Internet access

policy. For this purpose, he implemented a type of Internet access policy that forbids everything and imposes strict restrictions on all

company computers, whether it is system or network usage.

Identify the type of Internet access policy implemented by Ashton in the above scenario.

*  Paranoid policy

*  Prudent policy

*  Permissive policy

*  Promiscuous policy

The correct answer is A, as it identifies the type of Internet access policy implemented by Ashton in the above scenario. An Internet

access policy is a set of rules and guidelines that defines how an organization&#8217;s employees or members can use the Internet

and what types of websites or services they can access. There are different types of Internet access policies, such as:

Paranoid policy: This type of policy forbids everything and imposes strict restrictions on all company computers, whether it is

system or network usage. This policy is suitable for organizations that deal with highly sensitive or classified information and have a

high level of security and compliance requirements.

Prudent policy: This type of policy allows some things and blocks others and imposes moderate restrictions on company computers,

depending on the role and responsibility of the user. This policy is suitable for organizations that deal with confidential or

proprietary information and have a medium level of security and compliance requirements.

Permissive policy: This type of policy allows most things and blocks few and imposes minimal restrictions on company computers,

as long as the user does not violate any laws or regulations. This policy is suitable for organizations that deal with public or general

information and have a low level of security and compliance requirements.

Promiscuous policy: This type of policy allows everything and blocks nothing and imposes no restrictions on company computers,

regardless of the user&#8217;s role or responsibility. This policy is suitable for organizations that have no security or compliance

requirements and trust their employees or members to use the Internet responsibly.

In the above scenario, Ashton implemented a paranoid policy that forbids everything and imposes strict restrictions on all company

computers, whether it is system or network usage. Option B is incorrect, as it does not identify the type of Internet access policy

implemented by Ashton in the above scenario. A prudent policy allows some things and blocks others and imposes moderate

restrictions on company computers, depending on the role and responsibility of the user. In the above scenario, Ashton did not

implement a prudent policy, but a paranoid policy. Option C is incorrect, as it does not identify the type of Internet access policy

implemented by Ashton in the above scenario. A permissive policy allows most things and blocks few and imposes minimal

restrictions on company computers, as long as the user does not violate any laws or regulations. In the above scenario, Ashton did

not implement a permissive policy, but a paranoid policy. Option D is incorrect, as it does not identify the type of Internet access

policy implemented by Ashton in the above scenario. A promiscuous policy allows everything and blocks nothing and imposes no

restrictions on company computers, regardless of the user&#8217;s role or responsibility. In the above scenario, Ashton did not

implement a promiscuous policy, but a paranoid policy.
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QUESTION 40

Grace, an online shopping freak, has purchased a smart TV using her debit card. During online payment, Grace&#8217;s browser

redirected her from ecommerce website to a third-party payment gateway, where she provided her debit card details and OTP

received on her registered mobile phone. After completing the transaction, Grace navigated to her online bank account and verified

the current balance in her savings account.

Identify the state of data when it is being processed between the ecommerce website and the payment gateway in the above scenario.

*  Data at rest

*  Data in inactive

*  Data in transit

*  Data in use

Data in transit is the state of data when it is being processed between the ecommerce website and the payment gateway in the above

scenario. Data in transit is data that is moving from one location to another over a network, such as the internet, a LAN, or a WAN.

Data in transit can be vulnerable to interception, modification, or theft by unauthorized parties, so it needs to be protected by

encryption, authentication, and other security measures . Data at rest is data that is stored on a device or a media, such as a hard

drive, a flash drive, or a cloud storage. Data in active is data that is currently being accessed or modified by an application or a user.

Data in use is data that is loaded into the memory of a device or a system for processing or computation.

QUESTION 41

Thomas, an employee of an organization, is restricted to access specific websites from his office system. He is trying to obtain

admin credentials to remove the restrictions. While waiting for an opportunity, he sniffed communication between the administrator

and an application server to retrieve the admin credentials. Identify the type of attack performed by Thomas in the above scenario.

*  Vishing

*  Eavesdropping

*  Phishing

*  Dumpster diving

QUESTION 42

Kasen, a cybersecurity specialist at an organization, was working with the business continuity and disaster recovery team. The team

initiated various business continuity and discovery activities in the organization. In this process, Kasen established a program to

restore both the disaster site and the damaged materials to the pre-disaster levels during an incident.

Which of the following business continuity and disaster recovery activities did Kasen perform in the above scenario?

*  Prevention

*  Resumption

*  Response

*  Recovery

Recovery is the business continuity and disaster recovery activity that Kasen performed in the above scenario. Business continuity

and disaster recovery (BCDR) is a process that involves planning, preparing, and implementing various activities to ensure the

continuity of critical business functions and the recovery of essential resources in the event of a disaster or disruption. BCDR

activities can be categorized into four phases: prevention, response, resumption, and recovery . Prevention is the BCDR phase that

involves identifying and mitigating potential risks and threats that can cause a disaster or disruption. Response is the BCDR phase

that involves activating the BCDR plan and executing the immediate actions to protect people, assets, and operations during a

disaster or disruption. Resumption is the BCDR phase that involves restoring the minimum level of services and functions required

to resume normal business operations after a disaster or disruption. Recovery is the BCDR phase that involves restoring both the

disaster site and the damaged materials to the pre-disaster levels during an incident.
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QUESTION 43

Rhett, a security professional at an organization, was instructed to deploy an IDS solution on their corporate network to defend

against evolving threats. For this purpose, Rhett selected an IDS solution that first creates models for possible intrusions and then

compares these models with incoming events to make detection decisions.

Identify the detection method employed by the IDS solution in the above scenario.

*  Not-use detection

*  Protocol anomaly detection

*  Anomaly detection

*  Signature recognition

QUESTION 44

In an organization, all the servers and database systems are guarded in a sealed room with a single entry point. The entrance is

protected with a physical lock system that requires typing a sequence of numbers and letters by using a rotating dial that

intermingles with several other rotating discs.

Which of the following types of physical locks is used by the organization in the above scenario?

*  Digital locks

*  Combination locks

*  Mechanical locks

*  Electromagnetic locks

QUESTION 45

Ruben, a crime investigator, wants to retrieve all the deleted files and folders in the suspected media without affecting the original

files. For this purpose, he uses a method that involves the creation of a cloned copy of the entire media and prevents the

contamination of the original media.

Identify the method utilized by Ruben in the above scenario.

*  Sparse acquisition

*  Bit-stream imaging

*  Drive decryption

*  Logical acquisition

Bit-stream imaging is the method utilized by Ruben in the above scenario. Bit-stream imaging is a method that involves creating a

cloned copy of the entire media and prevents the contamination of the original media. Bit-stream imaging copies all the data on the

media, including deleted files and folders, hidden partitions, slack space, etc., at a bit level. Bit-stream imaging preserves the

integrity and authenticity of the digital evidence and allows further analysis without affecting the original media. Sparse acquisition

is a method that involves creating a partial copy of the media by skipping empty sectors or blocks. Drive decryption is a method that

involves decrypting an encrypted drive or partition using a password or a key. Logical acquisition is a method that involves creating

a copy of the logical files and folders on the media using file system commands.

QUESTION 46

Hayes, a security professional, was tasked with the implementation of security controls for an industrial network at the Purdue level

3.5 (IDMZ). Hayes verified all the possible attack vectors on the IDMZ level and deployed a security control that fortifies the IDMZ

against cyber-attacks.
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Identify the security control implemented by Hayes in the above scenario.

*  Point-to-point communication

*  MAC authentication

*  Anti-DoS solution

*  Use of authorized RTU and PLC commands

QUESTION 47

Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to the

Wireshark menu icon that contains items to manipulate, display and apply filters, enable, or disable the dissection of protocols, and

configure user-specified decodes.

Identify the Wireshark menu Leilani has navigated in the above scenario.

*  Statistics

*  Capture

*  Main toolbar

*  Analyze

QUESTION 48

Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and accounting for

remote-access servers. For this purpose, he implemented a protocol that is based on the client-server model and works at the

transport layer of the OSI model.

Identify the remote authentication protocol employed by Lorenzo in the above scenario.

*  SNMPv3

*  RADIUS

*  POP3S

*  IMAPS

The correct answer is B, as it identifies the remote authentication protocol employed by Lorenzo in the above scenario. RADIUS

(Remote Authentication Dial-In User Service) is a protocol that provides centralized authentication, authorization, and accounting

(AAA) for remote-access servers such as VPNs (Virtual Private Networks), wireless networks, or dial-up connections. RADIUS is

based on the client-server model and works at the transport layer of the OSI model. RADIUS uses UDP (User Datagram Protocol) as

its transport protocol and encrypts only user passwords in its messages. In the above scenario, Lorenzo implemented RADIUS to

provide centralized AAA for remote-access servers. Option A is incorrect, as it does not identify the remote authentication protocol

employed by Lorenzo in the above scenario. SNMPv3 (Simple Network Management Protocol version 3) is a protocol that provides

network management and monitoring for network devices such as routers, switches, servers, or printers. SNMPv3 is based on the

manager-agent model and works at the application layer of the OSI model. SNMPv3 uses UDP as its transport protocol and encrypts

all its messages with AES (Advanced Encryption Standard) or DES (Data Encryption Standard). In the above scenario, Lorenzo did

not implement SNMPv3 to provide network management and monitoring for network devices. Option C is incorrect, as it does not

identify the remote authentication protocol employed by Lorenzo in the above scenario. POP3S (Post Office Protocol version 3

Secure) is a protocol that provides secure email access and retrieval for email clients from email servers. POP3S is based on the

client-server model and works at the application layer of the OSI model. POP3S uses TCP (Transmission Control Protocol) as its

transport protocol and encrypts all its messages with SSL (Secure Sockets Layer) or TLS (Transport Layer Security). In the above

scenario, Lorenzo did not implement POP3S to provide secure email access and retrieval for email clients from email servers.

Option D is incorrect, as it does not identify the remote authentication protocol employed by Lorenzo in the above scenario. IMAPS

(Internet Message Access Protocol Secure) is a protocol that provides secure email access and management for email clients from

email servers. IMAPS is based on the client-server model and works at the application layer of the OSI model. IMAPS uses TCP as

its transport protocol and encrypts all its messages with SSL or TLS. In the above scenario, Lorenzo did not implement IMAPS to

provide secure email access and management for email clients from email servers.
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QUESTION 49

Paul, a computer user, has shared information with his colleague using an online application. The online application used by Paul

has been incorporated with the latest encryption mechanism. This mechanism encrypts data by using a sequence of photons that have

a spinning trait while traveling from one end to another, and these photons keep changing their shapes during their course through

filters: vertical, horizontal, forward slash, and backslash.

Identify the encryption mechanism demonstrated in the above scenario.

*  Quantum cryptography

*  Homomorphic encryption

*  Rivest Shamir Adleman encryption

*  Elliptic curve cryptography

QUESTION 50

George, a security professional at an MNC, implemented an Internet access policy that allowed employees working from a remote

location to access any site, download any application, and access any computer or network without any restrictions. Identify the type

of Internet access policy implemented by George in this scenario.

*  Permissive policy

*  Paranoid policy

*  Prudent policy

*  Promiscuous policy

Permissive policy is the type of Internet access policy implemented by George in this scenario. An Internet access policy is a policy

that defines the rules and guidelines for accessing the Internet from a system or network. An Internet access policy can be based on

various factors, such as security, productivity, bandwidth, etc. An Internet access policy can have different types based on its level of

restriction or control. A permissive policy is a type of Internet access policy that allows users to access any site, download any

application, and access any computer or network without any restrictions. A permissive policy can be used to provide maximum

flexibility and freedom to users, but it can also pose significant security risks and challenges. In the scenario, George implemented

an Internet access policy that allowed employees working from a remote location to access any site, download any application, and

access any computer or network without any restrictions. This means that he implemented a permissive policy for those employees.

A paranoid policy is a type of Internet access policy that blocks or denies all Internet access by default and only allows specific sites,

applications, or computers that are explicitly authorized. A prudent policy is a type of Internet access policy that allows most

Internet access but blocks or restricts some sites, applications, or computers that are deemed inappropriate, malicious, or

unnecessary. A promiscuous policy is not a type of Internet access policy, but a term that describes a network mode that allows a

network interface card (NIC) to capture all packets on a network segment, regardless of their destination address.

QUESTION 51

A web application www.movieabc.com was found to be prone to SQL injection attack. You are given a task to exploit the web

application and fetch the user credentials. Select the UID which is mapped to user john in the database table.

Note:

Username: sam

Pass: test

*  5

*  3

*  2
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*  4

QUESTION 52

Bob was recently hired by a medical company after it experienced a major cyber security breach. Many patients are complaining that

their personal medical records are fully exposed on the Internet and someone can find them with a simple Google search.

Bob&#8217;s boss is very worried because of regulations that protect those dat a. Which of the following regulations is mostly

violated?

*  HIPPA/PHl

*  Pll

*  PCIDSS

*  ISO 2002

HIPPA/PHI is the regulation that is mostly violated in the above scenario. HIPPA (Health Insurance Portability and Accountability

Act) is a US federal law that sets standards for protecting the privacy and security of health information. PHI (Protected Health

Information) is any information that relates to the health or health care of an individual and that can identify the individual, such as

name, address, medical records, etc. HIPPA/PHI requires covered entities, such as health care providers, health plans, or health care

clearinghouses, and their business associates, to safeguard PHI from unauthorized access, use, or disclosure . In the scenario, the

medical company experienced a major cyber security breach that exposed the personal medical records of many patients on the

internet, which violates HIPPA/PHI regulations. PII (Personally Identifiable Information) is any information that can be used to

identify a specific individual, such as name, address, social security number, etc. PII is not specific to health information and can be

regulated by various laws, such as GDPR (General Data Protection Regulation), CCPA (California Consumer Privacy Act), etc. PCI

DSS (Payment Card Industry Data Security Standard) is a set of standards that applies to entities that store, process, or transmit

payment card information, such as merchants, service providers, or payment processors. PCI DSS requires them to protect

cardholder data from unauthorized access, use, or disclosure. ISO 2002 (International Organization for Standardization 2002) is not

a regulation, but a standard for information security management systems that provides guidelines and best practices for

organizations to manage their information security risks.

QUESTION 53

Stephen, a security professional at an organization, was instructed to implement security measures that prevent corporate data

leakage on employees&#8217; mobile devices. For this purpose, he employed a technique using which all personal and corporate

data are isolated on an employee&#8217;s mobile device. Using this technique, corporate applications do not have any control of or

communication with the private applications or data of the employees.

Which of the following techniques has Stephen implemented in the above scenario?

*  Full device encryption

*  Geofencing

*  Containerization

*  OTA updates

Containerization is the technique that Stephen has implemented in the above scenario. Containerization is a technique that isolates

personal and corporate data on an employee&#8217;s mobile device. Containerization creates separate encrypted containers or

partitions on the device, where corporate applications and data are stored and managed. Containerization prevents corporate data

leakage on employees&#8217; mobile devices by restricting access, sharing, copying, or transferring of data between containers.

Containerization also allows remote wiping of corporate data in case of device loss or theft . Full device encryption is a technique

that encrypts all the data on a mobile device using a password or a key. Geofencing is a technique that uses GPS or RFID to define

geographical boundaries and trigger actions based on the location of a mobile device. OTA (Over-the-Air) updates are updates that

are delivered wirelessly to mobile devices without requiring physical connection to a computer.

QUESTION 54
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Tenda, a network specialist at an organization, was examining logged data using Windows Event Viewer to identify attempted or

successful unauthorized activities. The logs analyzed by Tenda include events related to Windows security; specifically,

log-on/log-off activities, resource access, and also information based on Windows system&#8217;s audit policies.

Identify the type of event logs analyzed by Tenda in the above scenario.

*  Application event log

*  Setup event log

*  Security event log

*  System event log

Security event log is the type of event log analyzed by Tenda in the above scenario. Windows Event Viewer is a tool that displays

logged data about various events that occur on a Windows system or network. Windows Event Viewer categorizes event logs into

different types based on their source and purpose. Security event log is the type of event log that records events related to Windows

security; specifically, log-on/log-off activities, resource access, and also information based on Windows system&#8217;s audit

policies . Security event log can help identify attempted or successful unauthorized activities on a Windows system or network.

Application event log is the type of event log that records events related to applications running on a Windows system, such as

errors, warnings, or information messages. Setup event log is the type of event log that records events related to the installation or

removal of software or hardware components on a Windows system. System event log is the type of event log that records events

related to the operation of a Windows system or its components, such as drivers, services, processes, etc.

QUESTION 55

As a cybersecurity technician, you were assigned to analyze the file system of a Linux image captured from a device that has been

attacked recently. Study the forensic image &#8216;Evidenced.img&#8221; in the Documents folder of the &#8220;Attacker

Machine-1&#8221; and identify a user from the image file. (Practical Question)

*  smith

*  attacker

*  roger

*  john

The attacker is a user from the image file in the above scenario. A file system is a method or structure that organizes and stores files

and data on a storage device, such as a hard disk, a flash drive, etc. A file system can have different types based on its format or

features, such as FAT, NTFS, ext4, etc. A file system can be analyzed to extract various information, such as file names, sizes, dates,

contents, etc. A Linux image is an image file that contains a copy or a snapshot of a Linux-based file system . A Linux image can be

analyzed to extract various information about a Linux-based system or device . To analyze the file system of a Linux image captured

from a device that has been attacked recently and identify a user from the image file, one has to follow these steps:

Navigate to Documents folder of Attacker Machine-1.

Right-click on Evidenced.img file and select Mount option.

Wait for the image file to be mounted and assigned a drive letter.

Open File Explorer and navigate to the mounted drive.

Open etc folder and open passwd file with a text editor.

Observe the user accounts listed in the file.

The user accounts listed in the file are:

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin
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sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin

man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin

mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats

Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin

systemd-timesync:x:100: systemd-network:x: systemd-resolve:x: systemd-bus-proxy:x: syslog:x: _apt:x: messagebus:x: uuidd:x:

lightdm:x: whoopsie:x: avahi-autoipd:x: avahi:x: dnsmasq:x: colord:x: speech-dispatcher:x: hplip:x: kernoops:x: saned:x:

nm-openvpn:x: nm-openconnect:x: pulse:x: rtkit:x: sshd:x: attacker::1000 The user account that is not a system or service account is

attacker, which is a user from the image file.

QUESTION 56

A startup firm contains various devices connected to a wireless network across the floor. An AP with Internet connectivity is placed

in a corner to allow wireless communication between devices. To support new devices connected to the network beyond the APS

range, an administrator used a network device that extended the signals of the wireless AP and transmitted it to uncovered area,

identify the network component employed by the administrator to extend signals in this scenario.

*  Wireless repeater

*  Wireless bridge

*  wireless modem

*  Wireless router

Wireless repeater is the network component employed by the administrator to extend signals in this scenario. A wireless network is a

type of network that uses radio waves or infrared signals to transmit data between devices without using cables or wires. A wireless

network can consist of various components, such as wireless access points (APs), wireless routers, wireless adapters, wireless

bridges, wireless repeaters, etc. A wireless repeater is a network component that extends the range or coverage of a wireless signal

by receiving it from an AP or another repeater and retransmitting it to another area . A wireless repeater can be used to support new

devices connected to the network beyond the AP&#8217;s range . In the scenario, a startup firm contains various devices connected

to a wireless network across the floor. An AP with internet connectivity is placed in a corner to allow wireless communication

between devices. To support new devices connected to the network beyond the AP&#8217;s range, an administrator used a network

component that extended the signals of the wireless AP and transmitted it to the uncovered area. This means that he used a wireless

repeater for this purpose. A wireless bridge is a network component that connects two or more wired or wireless networks or

segments together . A wireless bridge can be used to expand the network or share resources between networks . A wireless modem is

a network component that modulates and demodulates wireless signals to enable data transmission over a network . A wireless

modem can be used to provide internet access to devices via a cellular network or a satellite network . A wireless router is a network

component that performs the functions of both a wireless AP and a router . A wireless router can be used to create a wireless

network and connect it to another network, such as the internet
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