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Exam Questions & Answersand Test Engine NEW QUESTION 19

What is the purpose of the Workspace ONE UEM Security Pin?

* Serves as a second layer of security for administrators while preventing inadvertent commands.
* Provides a second factor of authentication for administrators during console login.

* Provides multi-factor authentication for users during device enrollment.

* Serves as a second layer of security for end users while preventing inadvertent commands.

NEW QUESTION 20

Which two statements are true about Content Gateway and Tunnel on Unified Access Gateway?
(Choose two.)

* Both can be configured with the same hostname on port 8443.

* Both can be configured with the same hostname on different ports.
* Both can be configured on port 8443 with different hostnames.
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* Both can be configured with the same hostname on port 443.
* Both can be configured on port 443 with different hostnames.

NEW QUESTION 21

What is the VMware recommended practice if you want to apply specific Conditional Accessto all your AppleiOS devices
regardless of browser or application used on the Apple iOS devices?

* Create a brand new Access Policy to only contain Apple iOS specific access rules

* Prioritize Apple iOS platform in Access Policiesin the VMware | dentity Manager Console

* Remove other access rules from Access Policies except the Apple iOS accessrule

* Create a custom AirWatch SDK profile and assign it to the Apple iOS devices

NEW QUESTION 22
For federal clients, FIPS 140-2 and AES 256-bit encryption are applied to which three areas?

(Choose three.)
* datain use
* datainflying
* datain pace
* datain rest
* datain transit

NEW QUESTION 23

An administrator is tasked with determining the root cause for a recent outage where devices were not able to authenticate. An
investigation revealed a single AirWatch Cloud Connector (ACC) server that had adisk error which caused it to be completely
unresponsive.

Which VMware resiliency recommendation would have prevented this outage?

* High Availability

* Disaster Recovery

* Cloud Hosted ACC

* Restart ACC

https://docs.vmware.com/en/V Mware-Workspace-ONE-UEM/1909/WS1-ACC.pdf A single point of failure becomes more resilient
with High Availability

NEW QUESTION 24

Which three are features of the Workspace ONE Content Gateway service? (Choose three.)
* Encrypted communications using SSUTLS.

* Secure accessto internal repositories.

* Provides health status on external repositories

* Support for most corporate file servers.

* Provides email notification for Exchange mail.

* Explanation:

Reference: https://techzone.vmware.com/configuring-edge-services-vmware-unified-access-gateway-
vmware-workspace-one-operational-tutorial# 984128
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23.Which is used to authenticate and encrypt traffic from individual applications on compliant devicesto internal resources?

A.VMware Tunnel

B. Device Compliance

C. Workspace ONE Intelligence

D. Email Notification Service

NEW QUESTION 25

Which platform is responsible for securing external access to Horizon desktops and applications?
* VMware: AppDefense

* Horizon Cloud Connector

* Unified Access Gateway

* VMvware Tunnel

NEW QUESTION 26

Y ou are an administrator configuring custom reports in Workspace ONE Intelligence.

What is the maximum number of custom reports you can create per Organization Group (OG)?
* 10

* B0

* 99

* 500

NEW QUESTION 27

Which isrequired to deliver a Check In, Check Out experience on an Android Device?

* Block open enrollment into Workspace ONE UEM.

* Enable VMware Workspace ONE Intelligence.

* Deliver Launcher profile to the end-user.

* Use abasic user as a staging account.
https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/services/Boxer_Admin_Guide/GUID-
CD118E94-18F2-4BB2-AAAT-

C3673066E209.html#:~:text=Workspace%200NE%20B oxer%20supports¥20Check,in%20process%20f or%20CI CO%20users.

NEW QUESTION 28

Which type of design is a diagram that includes network zones, network components, server locations, and hardware
recommendations?

* Physical

* Logica

* Theoretical

* Conceptual

NEW QUESTION 29
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Which underlying technology does Automation in Workspace ONE Intelligence use to execute Actions?
* SOAPAPI

* Java

* REST AP

* PowerShell

NEW QUESTION 30

Which two Workspace ONE UEM core components are required for all on-premises environments?
(Choose two.)

* Device Services

* AirWatch Cloud Connector

* Unified Access Gateway

* Secure Email Gateway

* Console Services

Reference: https://techzone.vmware.com/resource/workspace-one-uem-architecturettscal ability
NEW QUESTION 31

An administrator must ensure enrolled corporate owned Android Enterprise devices do not update during the holiday season.
Which is VMware& #8217;s recommended best practice to accomplish this?

* Deliver &#8216;System Updates& #8217; profile with change freeze payload.

* Deliver &#8216;System Updates& #8217; profile that defers updates up to 30 days.

* Deliver &#8216;Restrictions& #8217; profile that disables chrome on devices.

* Deliver &#8216;Restrictions& #8217; profile that disables Play Store on devices.

NEW QUESTION 32

An administrator would like to track these details for all Windows desktops managed by Workspace ONE UEM:
driver details for amouse driver

warranty information for OS

registry value of internal apps

Which Workspace ONE UEM utility can the administrator use?

* Create LGPO and assign to Windows devices.

* Create sensors and assign to Windows devices.

* Create an OEM update profile and assign to Windows devices.

* Create Application Control profile and assign to Windows devices.

Reference: https://docs.vmware.com/en/\VV Mware-Workspace-ONE-

UEM/services’Windows Desktop Device Management/GUID-uemWindeskSensors.html

NEW QUESTION 33

Which Security Assertion Markup Language (SAML) configuration item is a pre-requisite to creating a third party identity provider
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in Workspace ONE Access?

* SAML AuthN Request

* SAML Metadata

* SAML Assertion

* SAML AuthN Context

https://docs.vmware.com/en/V Mware-Workspace-ONE-A ccess/20.01/wsl_access authentication/GUID-

0C459D5A-A0FF-4893-87A0-10ADDC4E1B8D .html

&#8211; here one of the prerequisitesis: Obtain the appropriate third-party metadata information to add when you configure the
identity provider in the Workspace ONE Access console. The metadata information you obtain from the third-party instance is either
the URL to the metadata or the actual metadata.

NEW QUESTION 34

An administrator has received complaints from end-users not receiving consistent email notifications on their iOS devices. Email is

configured on the end-users devices using only the VMware Boxer email client. Boxer is only configured from Workspace ONE to
use Office 365.

What can the administrator do to resolve the inconsistent email notifications?

* Configure VPN tunnel with a Boxer configuration, so that it is able to connect to the internal network.
* Configure Mobile SSO for VMware Boxer to prevent users from entering credentials.

* Configure SEG v2 to provide a better notification experience.

* Configure VMware ENS v2 to provide consistent notification experience.

NEW QUESTION 35

Which component |oad balances itself through the use of AirWatch Cloud Messaging (AWCM)?

* VMware Secure Email Gateway

* VMware Identity Manager Connector

* VMware AirWatch Cloud Connector

* VMware Unified Access Gateway
* Explanation:

Reference: https://docs.vmware.com/en/\V Mware-Workspace-ONE-UEM/1810/WS1-A CC.pdf

61.Which is the VMware recommended persistence mode for load balanced VMware Unified Access Gateway servers?
A. SSL Session Persistence

B. Source | P-based Persistence

C. Cookie Persistence

D. Destination | P-based Persistence
Reference: https://pdfs.loadbal ancer.org/Vmware Horizon Deployment_Guide.pdf

NEW QUESTION 36

Which of the following authentication methods is needed to be enabled/configured for an administrator to leverage Day Zero
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Onboarding?

* Token Auth Adapter

* Workspace ONE UEM External Access Token

* FID02

* Certificate-based authentication

* Verify (Intelligent Hub)

Reference: https://docs.vmware.com/en/\VV Mware-Workspace-

ONE/services’'VMware Workspace ONEHub_onboarding_pre-hiress GUID-1DB5A54E-2F72-4629-

97C8-F456BBDB7F5E.htm

https://docs.vmware.com/en/V Mware-Workspace-

ONE/services’'VMware Workspace ONEHub_onboarding_pre-hires/GUID-51B88155-B9AA-4B78- AGE6-7F59D 74F9CED.html

NEW QUESTION 37

Where is Hub Services component co-located?

* Workspace ONE Intelligence

* Workspace ONE Access

* Workspace ONE Airlift

* Workspace ONE UEM

https://docs.vmware.com/en/V Mware-Workspace-ONE/servicedintelligent-hub_|IDM/GUID-012E7722-
FC83-4EF5-8ADD-2457E29720FE.html

NEW QUESTION 38

A company has BY OD iOS devices and would like to give them access to internal sitesin VMware Web without requiring full
device management.

Which VMware best practice configuration is needed to enable this?
* Configure Tunnel for VMware Tunnel in the SDK settings.

* Configure Tunnel for VMware Tunnel Proxy in the SDK settings
* Configure aVPN Profile for VMware Tunnel.

* Configure aVPN Profile for VMware Tunnel Proxy.

Reference: https://docs.vmware.com/en/V Mware-Workspace-ONE-

UEM/services’WS1_UEM_Managing_Devices.pdf

NEW QUESTION 39

A customer is managing only iOS devices using Workspace ONE. They would like to begin managing Android devices.
What would be the first step an administrator needs to complete to begin managing Android Devices?

* Download and deploy Workspace ONE Unified Access Gateway.

* Complete Android EMM registration from Workspace One Console.

* Download and deploy Workspace ONE Access Connectors for Android devices.
* Configure aWorkspace ONE AirLift Server-side Connector.
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